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Abstract: Recent years have shown that the expansion of digitalisation implies an
extension of what needs to be protected. While businesses invest in technology to
protect against cyber-attacks, one of the top vulnerabilities remains the human
element. This questions the centrality of the human role, something which often
pertains cybersecurity policy, awareness, and training. Thus, it is imperative to
understand if such approaches remain good strategies in protecting an
organisation’s information, assets, and people. To portray the current state, this
paper takes into account prior developments in the study of Security Awareness and
in addition, it explores the relevance of Cybersecurity Culture. Accordingly, the
proposed approach aspires to delve into the value proposition of combining the
two. The research determines that attaining organisational resilience differs on
how employees perceive formal (awareness and cybersecurity policy) and informal
rules (i.e., culture). Further research is required to determine the long-term effects
in enriching Cybersecurity Awareness in context of Cybersecurity Culture.
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1. Introduction

To date, it is known that cybercrimes are affecting the global digital economy,
organisations, and users alike [1],[2]. This matter has been investigated in many
ways hence digitalisation implies a paradox of progress meaning that apart from
benefits, it has exposed organisations to cyber threats as well [3], [4], [S]. Equally,
cybersecurity has been gaining importance due to its vital role in protecting the
growing digital infrastructure [6], [7].

This has impacted on risk response, security technologies, practices, and staff
behaviour. Consequently, even though the cybersecurity is an evolving approach,
failures demonstrate that efficiency is yet to be achieved. Whilst businesses invest
in technology to protect against cyber-attack, one of the top vulnerabilities remains,
the human element [8]. Evidence shows that security remains a twofold socio-
technical challenge [9]. Technology has become inadequate in ensuring security
and so the human intervention is needed in order to render a stronger response to
risk; hence threats are not constant and instead require continuous adjustment [10].
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The challenge in today’s context is that humans are more exposed, more
vulnerable, and less motivated [2], [4], [8], [11].

As a result, there are growing appeals for transforming existing human capabilities
and behaviours to help avoid potential disruption of a potential cyberbreach [1],
[12]. A common strategy used to address the human side in security was addressed
by prior literature under security awareness. Antecedents of security awareness
research are believed to have been driven by prescriptive factors such
organisational context, standards, regulations, policy compliance requirements, and
knowledge gap. Traditionally, awareness has been applied in isolation,
acknowledged as insufficient in shaping organisational risk culture [13]. Taken
together, these factors demonstrate that managing human behaviour and culture
remains to be understood [14].

On the other hand, cybersecurity culture is found to influence organisational risk
response performance. So, proper cultivation could protect an organisation against
loss [15]. On these premises, factors such as employees’ beliefs, values, and
attitude in the context of cybersecurity can either be a risk or a foundation to
increase organisational effectiveness and resiliency [S5]. It is known that human
error or lack of motivation can lead to substantial consequences for any
organisation; and where the foundation is missing, the long term effects can be
problematic. Fortunately, taking steps to instil good behaviour and getting prepared
for a response to threats can diminish the extent of fragility and consequences.

This questions whether attaining organisational resilience varies on how employees
perceive formal (i.e., awareness and cybersecurity policy) and informal factors
(i-e., culture). To portray the current state, this paper takes into account prior
developments in the study of Security Awareness and in addition, it explores the
Cybersecurity Culture relevance.

Accordingly, the proposed approach aspires to delve into the value proposition of
combining the two, enriching Cybersecurity Awareness through lenses of
Cybersecurity Culture paradigm.

In the next section, an analysis of prior research is presented, followed by section
3, which covers the theoretical framework. Then, section 4 covers the research
finding, and finally, the conclusion is presented in section 5.

2. Literature review

Exploiting human flaws has become a risk and this raises the need for a more
secure culture of awareness to guide compliant behaviours [5], [16]. Recent years
have shown that the risk of incidents materialising is higher, and so the human
factor has become an essential component in maintaining secure organisation
practice [17]. On the other hand, employee negligence, whether deliberate or not,
push organisations to demand stronger security policy and requirements [18].
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2.1 Security awareness

The scope of security awareness emerged as a necessity to prevent breaches and
help employees understand the importance of maintaining vigilant practice towards
threats [11]. Habitually, organisations develop policies, procedures, and guidelines
to reduce human risks [19]. In the broad sense, under Cybersecurity Management,
this is encouraged to be an acknowledgement in protecting confidentiality,
integrity, and availability (CIA) of information assets [8].

2.2 Organisational culture

Culture is defined as being a meaningful way to sum up a range of behaviours. The
conceptual background of culture pertains to dimensions of cognitive, behavioural,
attitudinal, and normative aspects [17] along with other key components such as
group ethics, communication, customs, assumptions, and responsibilities [19].

Thus, developing culture can be defined as a way to increase the level of
awareness, norms, knowledge, attitudes, behaviours, intentions, beliefs, shared
values and a framework of ethical behaviour [17].

2.3 Cybersecurity culture as a sub-culture

In the context of cybersecurity, having a good understanding of what culture
implies could become a strong prevention strategy [20] and a way to positively
influence individuals’ perceptions and habits towards an expected behaviour [21].
The resulting behaviour would be a more robust capability and mindset to protect
information, assets, and people.

A key argument is that every organisation is different, with their own goals, risk
appetite, specific practices, context, and often other sub-cultures that can trigger
different results. Consequently, solutions to tackle security culture vary and are
often challenging for organisations. In turn, they need to adjust and find a suitable
practice in line with the organisation’s overall culture [22],[23].

It is essential to acknowledge that cybersecurity culture definition is still undefined,
and even though it implies the influence of fast pacing digitalisation, it seems a
concept that is hard to change [21]. One of the key reasons is that culture is not
understood and more concerning subcultures within business units play an
influential role on the overall results.

The importance of keeping peace with cybersecurity has been defined by some as
risk culture; hence motivating employees to follow procedures or learn protective
skills has been acknowledged as a people-centric approach. Conversely, this
ingrains fear that insecurity has become a sensitive matter. Beyond the outlined
approaches, having a good cybersecurity culture is not all about setting the right
policies or procedures or checking effects. It implies setting strategic risk
awareness beyond mitigating controls and getting collective responsibility that has
a significant impact on daily activities [3], [24].
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With increased hyperconnected environments, employees face higher risks of
falling victim [25], [18] and as such, organisations which seek to nurture
cybersecurity culture help avoid a siloed approach of awareness and instead
encourage training that highly relies on competencies and knowledge. A cultural
approach would consider the effects of a secure culture of awareness in the context
of perceptions and respectively behaviour. [26] highlighted that culture within an
organisation is a key determinant for cybersecurity management and its security
performance. It was suggested that a security-aware culture indirectly guides the
protection of information and assets as well as raising awareness of risk and
responsibilities. We can draw the conclusion that the unwritten practice of sub-
culture impacts at various levels across an organisation as well as on the secure
course of actions [26].

This widens the debate of how every employee can affect cybersecurity practice
and how non-conformance can lead to vulnerability, thus highlighting how
important it is to start internally with a substantial baseline, adequate policies, and
behaviour monitoring [9].

It is argued that that technical and administrative control within a cybersecurity
function should imply a uniform and a confirmed approach. Beyond technology
and documentation, the human aspect plays a significant role in the successful
application of direction of expected controls and behaviours. Thus, how to tackle a
cybersecurity culture strategically and instil employee’s commitment remain a
challenge [9].

This could be problematic because it emphasises dependencies on long-term effects
on how security is collectively perceived in a workplace. A challenging problem is
that it has a causal relationship to the overall organisational security posture. It is
assumed that the cultivation of cybersecurity culture in an organisational
environment could influence behaviour and attitudes among individuals [27]. Thus,
cybersecurity culture aspires to tweak the group mindset towards consciousness of
risk as well as adherence to internal policies [28]. In addition to generic research
findings, literature emphasises different dimensions of culture that overlap, namely
behaviour, perception, assumptions, knowledge, commitment, accountability,
awareness, attitude, communication, norms, responsibilities, or values
[271.[28],[29]. All the aforementioned are believed to be predisposed by artefacts
(i.e., procedures) and exposed values (i.e., guidelines) [30]. Previous studies have
based their criteria on selecting a few elements and have articulated either a top-
down approach or mid-level approach (i.e., operational), while some other studies
focused more on awareness and emphasised a bottom-up approach. On the other
hand, organisational culture is expected to constantly strengthen ethical and
appropriate risk appetite. To portray this further, the standardised approach of the
institutional side of culture was even described as programmed behaviour, although
it is most probably a pattern under a form of expected behaviour.[30],[31].

10



JOURNAL OF INFORMATION SYSTEMS & OPERATIONS MANAGEMENT, Vol. 15.1, July 2021

2.4 Linking practices

Cybersecurity culture is recommended to be anchored in organisation culture and
objectives [32]. Marrying the two concepts (organisation culture and cybersecurity
culture) has the potential to invoke an intuitive response, change mindset, instil a
readiness concept to risk, and embed all this in daily practices. In addition, if this is
supported with awareness and training, among many behavioural aspects, it could
lead towards greater security culture. ‘Cultivating’ (i.e., preventing) and not
‘prescribing’ (i.e., curing) as security awareness does invokes an intentional
acknowledgement that technology alone is not sufficient and everyone has a role to
play. Nonetheless, literature shows such approaches have been overlooked in the
past [26]. Whilst cyber risks are acknowledged [4], the cyber threats still
contextualise, and the human side is still one top reason a cyber breach occurs.
Nevertheless, no matter how sophisticated technology and policies are, the
employees’ behaviour is not always expected. Too many organisations security
policies do not always work, or employees do not pay interest, whilst tending to
underestimate cybersecurity risks. Given the two sides of a risk, the insider threats
remain amongst top ‘threat agent’ of breaches, either if occurs intentional or
unintentional [4].

However, on other occasions, some organisations lack sufficient resources or
knowledge [5],[28],[33]. To support the message and prompt regular discussion
about cybersecurity, organisations review policies and expect to drive uniform
behaviour. Nonetheless, uncompliant habits or misuse remain a difficult aspect to
control [5].

2.5 Factors

Identifying factors that affect users’ intentions to comply with cybersecurity
policies is of utmost importance. Tackling this issue has a sense of urgency due to
its causal relationship to motivate, determine and drive the engagement of an
employee. Policies are frequently cited as the ones that guide good behaviours and
drive the norms but remain prescriptive in its nature.

Nevertheless, culture in context of awareness is suggested to be a moderator and a
driver for effective implementation [34]. Thus, tackling human factors require
finesse due to the systemic implications and the fact they change over time.
Moreover, the problem pinpointed is that the literature lacks clarity around how to
enhance cybersecurity behaviour and employees’ threat perception without creating
security fatigue [33]. Another aspect that came to the surface is that change
behaviour could be superficially tacked as awareness if deployed through
presentations, policies, or one-time action [35]. How an organisation can ensure
consistent and long-term results remains dependent on the influence of key
determinants as outlined in Table 1.1.
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Table 1.1 Determinants of cybersecurity behaviour

Key determinants of security culture

Strategic Leadership [5],[36]
influence Policies [9], [19], [28]
Compliance and conformity | [38], [39]
Sanctions [5]
Organisation culture [37]
Awareness and training [28], [35], [49], [58
Response cost [45]
Reward and Recognition [4], [45]
Engagement and | [11]
communication
Social influence Group or co-workers’ | [5],[16], [17], [21]
behaviours
Security fatigue [33]
Cultural differences [36], [37]
Group habits [5]
Individuals’ Vulnerability and probability | [21]
perception Efficacy in dealing with | [4], [45]
security threats
Experience/awareness [53]
Personality and values [27], [46]
External rules Regulation [40]

Nonetheless, as observed in Table 1.1., there are key determinants which can play a
role in influencing behaviour when a threat occurs. To put it another way, cultural
variables can both enhance or impede behavior dependent on the interrelationship
bewtwen variables [36]. For example, cultural differences are variables that can
affect managerial control as well as individual evolution and input. That is to say
that strategic decisions must acknowledge these variables and interrelated effects
[36].

Practically, at the basis of a projected compliant behaviour are policies, procedures
and guidelines. However, these findings suggests that the missing link is that each
individual and organisation are unique. The organisation’s vision and mission
define its main goal, whilst people bring their own perspectives. Thus, approaching
cybersecurity as an instrument [24] can help determine suitable patterns and
approaches for awareness [28].

Notably, an organisation’s core values, norms, traditions or philosophy may
possibly provide understanding how risks are understood, addressed, and mitigated
[37].
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3 Theoretical lenses

As literature showed that culture incorporates strategic influence, social influence,
individuals influence and external influence, the debates about what build good
security culture remain unanswered. [33] emphasise that despite significant
theoretical contribution, translating such approaches in practice might not always
successfully influence risky behaviour.

To combine the cognitive variables, a model that combines variables of Protection
Motivation Theory, and Institutional Theory is presented in Figure 1.1. and
includes:

Institutional Theory (ITT) — considers the value, normative rules, legitimacy,
beliefs, principles, practices, structures, processes, obligations, behaviour, ethics,
and social systems establishing command and assigning responsibilities. The
external rules, also known as ‘rationalised myths’ (traditional conformity) can
influence an organisation through isomorphism [38], [39]. There are various
interpretations regarding institutional views, hence the response of academics
focusing on various aspects. Institutional Theory posits how mimetic, coercive, and
normative pressures affect the interdepartmental linkage compliance on daily work
practices [40]; including variables such as External Rules, Coercive Isomorphism,
Normative Isomorphism, and Homogeneity Rules Influence.

e Coercive isomorphism describes to the informal and formal pressures an
organisation gets from several sources and the resultant organisational
behaviour [41]. The concept of coerciveness is about external action and
the rendered effect, comparable to other organisations. Most often seen as a
recognised as a professional expectation in the form of a norm, obligation,
moral, standard or duty [41]. This can include, for example, the effect of
peer organisations, competitors, regulatory bodies [40], political impact,
control from supervisory authorities, and economic factors [42], among
many others.

e Normative isomorphism reports the collective effect of professionalisation
[42] and concentrates on normative social expectations to control specialist
positions categorisations [39] that order responsibilities. Some examples of
normative influences are professional interactions at events (e.g.,
conferences, professional associations meetings) among specialists [43].

e Mimetic isomorphism questions the cognitive influence of others’ success
to be emulated and taken granted as a solution to thrive and be recognised
as legitimate [38], [42]. It analyses what leads to specific organisational
decisions taken in specific practices [39] mechanism or structures [41].

Protection Motivation Theory (PMT) — explores the cognitive process of an
individual when it is exposed to a threat [44]. The theory considers an individual
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behaviour under variables such as motivation, probability, severity, vulnerability,
response efficacy, self-efficacy, response cost, reward [45]. The utility of this
theory is to understand to what extent threat perception triggers a positive or
negative response [4]. The likelihood of such variables to materialise in predicting
secure behaviour and policy compliance are incremental when implementing
security measures.

PMT
—————————— » Probability, Severity, Vulnerability
PMT & ITT
—————————— » Reward, Willingness, Acceptance and
Cost

ITT
__________ » External Rules, Coercive Isomorphism,
Normative Isomorphism, and

Homogeneity
PMT
“““““ > Response Efficacy, Self-efficacy, and

Response Cost

PMT
BEHAVIOR  iiucslpiips P Voluntary or Mandatory

Figure 1.1 Cybersecurity culture model

As seen above, the two theories are funneling down a social system that
subconsciously perceives through cognitive variables, processes, constructs and
relationships that influence response and behaviours [46]. Security culture
relationship with cybersecurity management is unclear within literature [47]. On
the other hand, the effects of security awareness on security culture seem evident
yet only help with segregated understanding and some degree of responsibility
[45], [47].

This research thus proposes to include cultural aspects of cognitive behavioural
responses (Protection Motivation Theory) and conformity (Institutional Theory) to
security awareness programmes, so it can position an organisation to have better
resilience. Organisational culture, on the other hand, is unique to every
organisation and could have multiple layers from prescriptive rules to ideal
behaviours. Breaking this down, the way organisations plan to mitigate risk can be
expanded by understanding that norms, behaviours, attitudes and beliefs can
sustain the performance of an organisation holistically. It can lead to a multi-
layered approach that implies lenses of psychology, change management, and
strategic management. Fostering a security mindset through the view of
organisational culture, avoids limitation in implementing measures, and instead of
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placing focus on the procedural side, it could expand on a broader view,
incorporating perception and enculturation.

4. Data analysis and results

This research was exploratory and interpretative in nature to investigate challenges
in the financial industry. The paper utilised qualitative data from 26 semi-structured
interviews to investigate if cybersecurity awareness remains a sufficient strategy in
protecting an organisation resiliency.

The Human factor is identified as a category that inhibits implementation relates to
people-centric rapport, meaning that 30.95% of respondents reported concerns
related to the ability to recognise problems and avoid human error. This finding is
in line with prior research which reported that people-related risks are a common
challenge for organisations [48].

A breakdown of human factors is detailed below:

(1) Skills deficiencies (13.04%) - investment in skills and knowledge of employees
was reported to be another factor that affects compliance behaviour.

(2) Lack of awareness (17.91%) - investment in skills and knowledge of employees
is a factor mentioned. The literature indicates that security awareness is a
component of culture bearing influence over organisational effectiveness [49].

When questioning why cybersecurity controls fail, the evidence from interviews
highlights that many inhibitors are people-centric and refers to human capabilities.
Briefly, the respondents emphasised that there could occur a domino effect if skills
deficiencies and lack of awareness are missing. The concerning result is that these
two people-centric inhibitors it can affect an organisation ability to deploy suitable
response. Given these facts, it is acknowledged that this can leads to difficulties in
reaching effectiveness and cybersecurity maturity. Accordingly, lack of skills or
awareness can deter appropriate lines of responsibility, accountability, and
knowledge, all of which are essential element of cybersecurity [50].

Governance factor

(3) Inappropriate governance was pinpointed by 10.14% of respondents as being an
inhibitor. Failure to understand cultural context and governance need was indicated
by respondents as being detrimental for organisations. For instance, poor
governance it can be hindering policy applicability, disengage business units, or
even have contradictory interpretations for risk. In addition, unclear accountability
(responsibility) sustains deficiencies. The readiness to overcome governance
weaknesses depends on the organisation’s acceptance to change, the cost involved,
and the availability of resources [51], [52].

(4) Lack of management commitment (11.59%) in translating how strategy aligns
to security culture makes it difficult to understand how prioritise risk.
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Inadvertently, respondents believe executive ignorance it can imply a spreadable
effect on employee behaviour, resistance to change and/or non-acceptance.

(5) Cultural deficiencies factor (11.59%) was found to be one of many components
that could impact an organisation security organisational posture. The findings
indicate concerns of respondents in this regard. Traditionally, within the literature
the risk culture concept is a compound of values, past experiences, philosophy, and
behaviours [53]; in addition, same author specifies that materialise in a form of
pattern of conduct [53]. Detailed examination of risk culture showed that culture
deficiencies are predictable and define repeatable behaviour. Much of the literature
identified internal values, beliefs, knowledge, and understanding as number of
limitations. Therefore, most scholars suggests that that risk culture involves two
main strands: (1) organisational attitude and (2) people’s behaviour under risk
pressure. Accordingly, other findings show that culture deficiencies could be
influenced by key elements such as leadership, strategy, adaptability, coordination,
and relationship [54], [55].

Resource factor

(6) Cost - 11.94% agreed that the cost of security awareness implementation is an
inhibitor. One noticeable aspect is that the intrinsic investment’s purpose is to avoid
cost instead of producing income [57]. The literature suggests that many
organisations have challenges when intending to invest due to such perception in
the latency of results [57].

To summarise the results, the findings give clarity around the fact that multiple
elements interrelate. Interestingly, education, awareness, skills set, and
communication were perceived as different by respondents; This result is
somewhat the opposite of literature which shows that all of the above compound
elements of culture. The findings also offer insight into the following:

— Cybersecurity culture depends on governance (33.32%), people (30.95%) and
resource (11.94%). All interrelate, and play a significant role, thus ingraining
cybersecurity culture means adopting a bottom-up approach (resources, people,
technology and governance) [5]. Prioritising its effort as a community and
increase resilience also means delivering security awareness, and additionally
considering cultural characteristics and pain points as a whole. It fosters an
environment that encourages compliance behaviours as an informal measure.

—Where cultural deficiencies remain undressed, the security awareness is
unsustainable to proactively support compliant behaviour.

—Security awareness programmes are still yet to mature whilst other
organisations lack a formal programme. Likewise, within the research field is
believed that has not reach maturity [58].
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These empirical results and the reported findings within the literature, suggest that
planning and instilling a risk culture requires consideration of knowledge,
behaviour, and culture characteristics. The Researcher concludes that if the concept
of cybersecurity culture is embraced within a Security Awareness programme, it
can lead to relevant, understandable, and personalised content and delivery which
can motivate compliant behaviours (conformity) through cognitive lenses.

4. Conclusion

The research proposed to validate if Security Awareness is a sufficient strategy in
current context in order to determine what other factors can help an organisation
limit human-related risk. Poor behaviours demand a change of mindset in order to
keep pace with technological transformations and implications whilst complacency
reigns.

By answering the research question, this paper validates that Security Awareness
strength can be increased through the lenses of culture concept. Additionally, this
paper contributes by challenging the conceptual shift of cybersecurity awareness
towards a more integrative approach. This supports the idea that both domains,
culture and awareness share common dependencies and interdependence. For
instance, they rely on expanding knowledge as well enforcing good practice.

Overall, this paper expands on challenges posed by how security culture is
perceived due to various interpretations and consequential inconsistent outcomes. It
thus proposes to include cultural aspects of cognitive behavioural responses
(Protection Motivation Theory) and conformity (Institutional Theory) to security
awareness programmes, so it can position an organisation to have better resilience.

Considering the pace at which digitalisation evolves, the findings are relevant for
the time of writing this paper. Further research exploration is required to determine
the long-term effects and implications of the cybersecurity culture paradigm. It is
recommended that future research should imply more considerable empirical
evidence that might determine further insight into potential trends and
developments.

Another avenue of further research could be the effects of fostering cybersecurity
culture across organisations through formal programmes in order to determine their
sustainability in practice.
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